OFFICE OF CHIEF ACCOUNTABILITY OFFICER
Summary of State Board of Education Agenda Items
August 19, 2021

OFFICE OF TEACHING AND LEADING

07.D. Action: Contract with Carousel Industries of North America, Inc under the terms of
the Master Purchase Agreement to provide for the acquisition of an Interactive
Voice Response System [Goal 4 — MBE Strategic Plan]

Awarded Vendor: Carousel Industries of North America, Inc
Exeter, Rhode Island

Scope of Project: The Mississippi Department of Information Technology Services
and Carousel Industries of North America, Inc entered into a contract, for a Master
Purchase Agreement that would provide for the acquisition and installation of
Avaya hardware and software. Under the master agreement, The Office of
Teaching and Leading request to procure an Interactive Voice Response System
to include maintenance for the duration of the contract.

The Office of Teaching and Leading currently handles around 30,000 calls per
month from callers wanting to obtain an update on Educator status which are
handled by agents. To reduce the impact of these calls on the call center the Office
of Teaching and Leading is looking to provide a self-service option using an
Interactive Voice Response System.

The total compensation to be paid under this agreement shall not exceed the
specified sum of $81,034.00 which includes fees for services and
maintenance. Under the master agreement, it is the intent of the Office of
Teaching and Leading to contract with Carousel Industries of North America, Inc
for a term of three (3) years.

Personnel associated with this contract are not former Department employees or
related to any Department employees.

Scope of Contract:

e Term of Contract: August 20, 2021 — Aug 19, 2024
e Total amount to be awarded: $81,034
e Method of Award: ITS Master Purchase Agreement

Funding Source: Federal Funds




This item references Goal 4 of the Mississippi Board of Education 2018-2022
Strategic Plan.

Recommendation: Approval

Back-up material attached
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The following statement of work from Carousel Industries of North America, Inc.:

Is proprietary to Carousel Industries of North America, Inc (Carousel). This material is present for the
purpose of evaluating services and may not be disclosed in any manner to anyone other than the
addressee and employees or authorized representative.

Is an scope based on Carousel’s understanding of project requirements at the time of this document
submission.

All assumptions inherent in this document are based upon the nature of project requirements and goals presented
to representatives of Carousel Industries of North America, Inc.

This proposal is valid for 90 days from the proposal date
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Project Objectives

The Mississippi Department of Education (MDE) provides resources and technical support to Mississippi’s public
school system. The department also functions as a resource for federal education requirements and funding.

MDE currently uses the Avaya Aura R7.1.3 solution provided by Mississippi Department of Information Technology
Services (ITS). It is a fully redundant solution across multiple data centers and support most of the State of
Mississippi Departments and agencies. ITS has an Avaya Aura Experience Portal R8 solution across two data
centers. It will be able to support multiple departments and agencies for Interactive Voice Response (IVR)
purposes.

STATE OF MS - DEPT. OF EDUCATION (MDE) currently handles around 30,000 calls per month from callers wanting
to obtain an update on Educator Status which are handled by agents. To reduce the impact of these calls on the
call center the Department of Education is looking to provide a self-service option using an existing Avaya
Experience Portal.

All backend connectivity will be via web services to STATE OF MS - DEPT. OF EDUCATION’s CRM.
Swampfox will deploy the application to a DR AEP and ensure it can take calls. Failover testing is not included.

User input via DTMF (telephone key presses) will be supported. Barge-in will be supported as specified in the user
interface specification delivered during the design phase.

The application will not support ASR (Automatic Speech Recognition) or TTS (Text-To-Speech).
This application will provide US English prompts for information and will provide status information in US English.

Prompts will be provided by Swampfox and the cost associated with acquiring professionally recorded prompts in
US English is included in this SOW. Up to two recording sessions are included.

A configuration file will be included for application parameters — it is Swampfox policy to never hardcode
application parameters whenever possible. This will be provided by leveraging Experience Portal “application
variables” such that this will be incorporated into the EPM. ltems administered include items such as

e Optional feature enablement
e Transfer VDNs
e [Etc.

This proposal is valid for 90 days from the proposal date
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Call Flow
The high level call flow for the Educator Status application is as follows:

Greeting from MDOE —
Paint them to the web
site

Prompt them to enter
Educator ID or SSN and
hit the # key (Ed ID 5 or

6 characters, SSN 9)

Prompt them to enter
their birthdate in
MM/DD/YYYY format,

Go To Found
e 4 Fducation Call
Optians

Press 1 to
reenter, 2 to route
to customer

itler Bronsed )

service

Press 1 to
reenter, 2 to route
to customer
service

Route to customer
service

This proposal is valid for 90 days from the proposal date
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Flease listen (o the following options. All menu
Dpuens may Nat apply LG your situation, ledting
option 1 will inglude all inforrmation availahle
through Lhis automated attendent

Pregs § tor an overall sumniary of your aéeouni,
aepng in mind that phone options 2 through 4
wili be includedl ia this summary

It user picks Option 1 Go

through all the oplions Go To Found

—_— " an the tollowing page S Education
and redite any that File Sthtus
apply.

Press 2 for mfernvation regarding peniding
applicitions

Press 3 lor information tegarding recent

requiraments fetters that may hi beari sent out.

Huser picks Option 2

Press 4 far intormation regarding recently is

certificates B _.._ through 9 then check
that irerm ing b

appropriate response

Priss b lor information regarding newly posted
infarmation to your file sugh as te
seannad docurments

i 6 forntormation regardig your current

certification P
W uger picks Dption 0

then toute Lo the

Prass 7 tor information regarding any expired
licenses you hald

SUSTONET Service hotd

auele,

Press 8 reparding adding new endorsemeznts
through testing

Press @ regarding pending districl

Pregs (116 be connected 10 CuStomer service |
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OPTIONS

If Open App

Say. We show you have
an open application that
was received on
MM/DD/YYYY. The
application is being
reviewed in the order it
was received. We are
currantly working on
applications of your
type that were received

on MM/DD/YYYY,

Is applicant
actively certified?

Say: We show you are
currently certified
Please refer to your

online ELMS account for
more information.

Has a letter
recently been
mailed?

Say: We show a letter
was recently sent to you
on MM/0D/YYYY
Please refer to your
online ELMS account to
review the contents of
the letter,

Does
applicant
hold an expired
license?

Say: We show you hold
an expired license
Please log into ELMS to
reinstate your license.

Was a license
recently issued?

Say: We show a license
was recently issued on
MM/DD/YYYY. Please
refer to your online
ELMS account for mare
Informatian

Med appHieant recently
frss 0 tead That allows a new
vndorsenient !

Say: We show you have
passed a test for an
endorsement that you
have not yet added to
your license. Log into
ELMS to complete the
application process

15 there a new
test, degree, or
image on file?

YIS

Say: We show new
information posted to
your account on
MM/DD/YYYY. Please
refer to your online
ELMS account for more
infarmation.

Dhed applivant havis 3
wendbng disirict reguest #

Say: We show you have
a pending district
request, Log into ELMS
to complete the
application process

Reports

As part of this project a collection of reports will be available to State of MS which detail platform as well as
application utilization. The solution will allow a custom report to be created on demand as well as it will be
configured to automatically send selected personnel specific reports on a periodic basis — via email in .pdf,
.csv, or .xIs form. Swampfox will work with the customer to understand the type of data they would like to
see reported and Swampfox will expose that data, not only in report form, but also as logged datain a
database so that customer-internal reporting tools may be used to leverage this as required. The reports
which are available are those which can be generated using Experience Portal’s built-in reporting
capabilities. This SOW does include instrumenting the application to report notable events to the Experience
Portal system such as number of calls by status, but it does not include creating a customer reporting

system.

This proposal is valid for 90 days from the proposal date.



THCarousel The State of MS ITS

Network Diagram
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Carousel Industries will perform the following services and activities described below. These services, activities,
and responsibilities characterize the full set of installation deliverables for this project, thus constitutes a working
agreement between Carousel Industries and Mississippi Department of Education.

The price for the services provided in this SOW is $54,475.00.

This quote is for a multi-site project as described in this scope of work. Only adjuncts and applications listed in
this SOW will be supported.

Any services not listed, or time required in addition to quantities listed will be chargeable via Change Order.
Carousel Industries will designate a remote Project Manager (PM) to this project as the single point of contact
(SPOC) for all issues related to solution implementation.

The scope of this project will be delivered in a single phase manner. As a single phase project, all work will be
scheduled and completed in a continuous manner without anticipated time gaps or intervals between project
start and completion. Any changes to the delivery methodology of the work described in this SOW must be
approved in advance by the Carousel Industries Project Manager and may be subject to additional charges via
Change Order.

This proposal is valid for 90 days from the proposal date 9
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s All labor that may be service-impacting, such as the cutover, will be done during off-hours M-F or Saturday.
Any changes that require Sunday or holiday labor will be added via Change Order.
e Carousel Industries’ PM will remotely perform work activities.

e MDE will provide a single point of contact to work with the assigned Carousel Industries Project Manager.

e MDE will provide VMware and OS for Application servers.

e MDE will be required to provide high speed remote access via Virtual Private Network (VPN). Alternate access
or reduced access speeds require approval from the Carousel project team and may incur additional costs via
change order.

e MDE will be responsible for any Carrier Services coordination or changes that may be required as part of the
delivery of this solution.

* MDE will be responsible for ongoing patching and maintenance of the Application servers in their VMware
environment. This includes possible future patching to ensure that the Application servers are running
compatible versions of the application with the ITS hosted Experience Portal solution.

e All Experience Portal Application Server hardware/software will be provided by STATE OF MS — DEPT. OF
EDUCATION.

e If the servers are virtual, STATE OF MS — DEPT. OF EDUCATION will create VMs for the Application servers.

e STATE OF MS — DEPT. OF EDUCATION will provide and install the operating systems on any STATE OF MS —
DEPT. OF EDUCATION provided/created servers/VMs except for the AEP and WebLM servers which have an
OVA.

e STATE OF MS —- ITS is responsible to ensure sufficient bandwidth is available for VolIP traffic between the
Avaya Communication Manager / Session Manager and the AEP MPP servers.

e The AEP will use SIP trunks for communication with the CM and SM.

e Communication from the State’s Enterprise Avaya PBX and related servers will take place over the existing
enterprise VPN tunnel between ITS and MDE. Additional IP addresses and ports will need to be allowed on
this tunnel for this new traffic and through the MDE firewall.

e Swampfox is not responsible for any PBX/Switch/telephony provisioning or configuration. Carousel Industries
will perform CM and SM programming required to send calls to the AEP.

e STATE OF MS - DEPT. OF EDUCATION will provide documentation and Web Services. STATE OF MS - DEPT. OF
EDUCATION shall provide access and open firewall ports as required.

e Swampfox will provide all newly recorded professional prompts in English for the initial installation — voice
talent selections will be provided to STATE OF MS - DEPT. OF EDUCATION during the Design Phase.

e The application will accept DTMF input. Speech recognition is not included.

e After the project is contracted for, any changes will require a Change Request which may require additional
charges.

* Software used by Swampfox is the Intellectual Property of Swampfox Technologies Inc. It may not be copied
or distributed to others. Swampfox is providing a license to STATE OF MS - DEPT. OF EDUCATION to use the
software in the conduct of its business.

This proposal is valid for 80 days from the proposal date 10
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e STATE OF MS - DEPT. OF EDUCATION will be responsible for testing and approving the functionality of the
application before it is put into production.

e AEP standard reports on calls received by the application will be available. A custom report is included which
STATE OF MS - DEPT. OF EDUCATION may specify which data elements should be included.

e STATE OF MS - ITS and DEPT. OF EDUCATION will provide VPN access and administrator login ids/passwords to
Swampfox for remote access to the EPM, MPP, WebLM, Application servers.

e Does not include any screen pop client/application

VMware Requirements

Application Server Virtual Machine resource requirements
Application servers are required to be installed on a separate VM and cannot co-reside with any other software.
Below are the recommended minimum VM specs.

VMware resource Value
CPU 4 core, FIL requires 8 core
vCPU reservation 2400 MHz
Memory reservation 16 GB, FIL requires 32 GB
Storage reservation 250 GB

Shared NICs 1 Gb or more

Application Server OS requirements (64 bit)
RHEL 7.x
CentOS 7.x

Windows Server 2016 or 2019
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Server Port Mapping

The State of MS ITS

Below is an example of typical ports that need to be opened. The exact list will be determined during the design

phase.
Server/system 1 Server/system 2 Port Protocol | Direction Purpose
. Secure Shell remote access to

EPM Any Administrator 22 TCP In

console
EPM Any Administrator 80, 443 TCP In For AEP administration

L For access to Postgres

EPM Any Administrator 5432 TCP In

database for custom reports

L For access to EPM Apache web

EPM Application servers 80, 443 TCP In

server

For access to EPM and MPP
EPM MPP 443 TCP In/Out

Apache web servers

For Network Time Protocol to
EPM MPP 123 uDP In/Out .

synchronize time

For MPP status polling and call
EPM MPP 9443 TCP In/Out .

detail

8080,
EPM WebLM 8443, TCP Out For license polling
52233

EPM SMTP mail server 25 TCP Out To send reports by email

This proposal is valid for 30 days from the proposal date
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Secure Shell remote access to

MPP Any Administrator 22 TCP In
console
80, 443,
. 7080, VXML and CCXML requests for
MPP Application servers TCP Out
8080, document pages
9080
Application Servers and ' .
MPP EPM 10443 TCP In/Out For handling basic HTTP events
Application o Secure Shell remote access to
Any Administrator 22 TCP In
servers console
N 8080,
Application . .
WebLM server 8443, TCP Out For license polling
servers
52233
Application . )
WebLM server 80,443 |TCP Out For license polling
servers
L To send email for OCM
Application ) ]
SMTP mail server 25 TCP Out campaigns, reports and alarm
servers
notifications
Application L 7080,
Application servers TCP In/Out VXML/CCXML pages
servers 9080

This proposal is valid for 90 days from the proposal date.
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Section 6: Signature Acceptance

Carousel will accept this SOW upon receipt of Customer’s signature on this SOW along with a purchase order for
the Services and the estimated travel and living expenses set forth in pricing section if applicable.

By signing this SOW customer accepts this SOW as a binding agreement with Carousel and agrees to abide by and
accept the terms and conditions set forth herein.

Should there be any conflict between the Master Agreement executed between the State of Mississippi and
Carousel Industries on August 29, 2017 and this Statement of Work, the Master Agreement shall prevail.

State of Mississippi, Department of Information
Technology Services, on behalf of Mississippi
Department of Education

By:
Authorized Signature

Printed Name: David C. Johnson

Title: Executive Director

Date:

Carousel Industries, Inc.

By:@W’WC%

Aut%rized Signature

Printed Name: Jean Elaine Ellis

Title: Account Manager

Date: 7-27-21
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Application Support Overview

Application Support provides customer assistance from Swampfox should the installed Swampfox application fail
to function as designed. Root causes of such failure could be application errors not caught during the testing or
acceptance phase of the project or could be due to an external component failure (e.g. Experience Portal platform
issue, external customer database issue, changes in customer routing logic in their network switches, etc.).
Application Support includes updates to the application development to accommodate “platform” (e.g. Experience
Portal/AAEP, Communication Manager, , etc.) changes as a result of new releases or platform fixes from Avaya.

While under support, Swampfox retains the most recent copy of the application source code in their active source
code repository, as well as in an off-site storage facility. The most recent copy will always be available for changes
while the customer is under an Application Support agreement.

Support Hours
You have selected 24x7 support. 24 x7 support is available 24 hours a day, 7 days a week for the duration of the
contract.

On-Site/Remote Support

Swampfox expects to support STATE OF MS - DEPT. OF EDUCATION remotely. To provide this support, Swampfox
will need access to a limited set of STATE OF MS - DEPT. OF EDUCATION systems at the customer site. This is
typically provided via a Virtual Private Network.

Should Swampfox personnel need to travel to perform a service, the ‘after hours’ rate will be used while working
and all T&E will be charged to Carousel Industries per Carousel Industries’ T&E guidelines. Swampfox will not
charge for any time spent while in transit.

Projects Covered in this Support Agreement
The following projects encompass the extent of what is covered in this SOW.

This support fee covers the following project(s);
- Custom Menu and Policy application

Product Period Period Business Hours
Start Date End Date or 24x7
- Custom Educator Status 2 weeks after TBD 24x7
go live

This proposal is valid for 90 days from the proposal date 15
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STATE OF MS - DEPT. OF EDUCATION Responsibilities
STATE OF MS - DEPT. OF EDUCATION is responsible for the following:

e Security of the system: product administration to prevent unauthorized use is STATE OF MS - DEPT. OF
EDUCATION'’s responsibility. STATE OF MS - DEPT. OF EDUCATION system administrator should read all
documents provided with this product to fully understand the features available that reduce risk of
incurring charges for unlicensed use of Swampfox products.

e |f STATE OF MS - DEPT. OF EDUCATION has requested a Severity 1 — Critical status for an issue, a customer
contact must be available at all times to work with Swampfox Support in the resolution of the issue

» If STATE OF MS - DEPT. OF EDUCATION has requested a Severity 2 — High status for an issue, a customer
contact must be available at all times to work with Swampfox Support in the resolution of the issue

e STATE OF MS - DEPT. OF EDUCATION must be willing to work with Swampfox Support representative to
resolve the issue

e STATE OF MS - DEPT. OF EDUCATION must be able to transfer information (log files, configuration files,
Linux core files) electronically to help Swampfox analyze the issue

e STATE OF MS - DEPT. OF EDUCATION must report each issue separately so they can be individually tracked
to a successful resolution.

e  STATE OF MS - DEPT. OF EDUCATION must be able to provide an accurate description of the issue and its
business impact

e STATE OF MS - DEPT. OF EDUCATION must have a complete understanding of the technical infrastructure
in which the Swampfox product is installed

Problem Reporting
Problems can be reported to Swampfox Support by visiting our support website at support.swampfoxinc.com or by
phone at 803-451-4542. Website submittal is encouraged.

Submitting supporting documentation is encouraged, and Swampfox provides different mechanisms to submit
data — FTP access (for large files/data dumps) or attaching file on support request; and escalation contacts.

For customers with 24x7 Application Support, after hours support requests that are submitted as “High” or
“Critical” Severity are routed 24x7x365 to a support engineer on call. All other support requests will receive a call
back on the next business day.

Incident Classification and Service Levels

When an issue is reported, its classification determines the urgency which should be associated with the incident.
Though response times may not differ between each of these severities, internal escalation and resolution plans
among urgency levels may differ.
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The following Service Levels are supported:

The State of MS ITS

Initial Response

Initial Response

® Service is typically unavailable
in the field

Work around is not available

minutes

Severity Description Time (Business Time (After Hours)
Hours)
e All features are inoperable --
exhibited in a system crash or
major hardware failure Less than ten (10) Less than twenty
1 - Critical

(20) minutes

2 — HIGH - Major
Trouble

One or more features of the
application are not operating

e Impact is being strongly felt in
the field

Less than thirty
(30) minutes

Less than one (1)
hour

3 —Low — Minor

e A minor feature of the system is
not operating

e Potentially service affecting but

Less than one (1)

Next business day

* Non-maintenance support
request

Trouble hour
is more of an annoyance than a
serious disruption
e Not service impacting
4 REC- o Riquest for gener;l feature Less than two (2) Next Businessida
i i xt bu
Moves/Adds/Changes information or enhancement -_ y

This proposal is valid for 80 days from the proposal date
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